
 

 

Questions 
 

1. Define knowledge base. Summarize the ways in which knowledge can be represented in the 

knowledge base of an Expert system. 

2. Explain the benefits and limitations of an Expert System. 

3. Suppose a multi-national company, which you are working for, is in need of a Human Resource 

Management System. The management decides to hire you as an in-house consultant for the 

project. 

a. How would you determine the technical feasibility of the project? 

b. What are the phases of the system development? 

c. Explain the underlying principles of system development. 

d. Summarize the waterfall model of system development. 

4. What is E-commerce? What are the various categories of e-commerce? 

5. Explain the business significance of each of the dimensions of e-commerce technology? 

6. You have been hired as a consultant by a medium-sized organization, which is engaged in the 

business of exporting handicrafts to USA, to facilitate the implementation of an ERP. The 

organization is planning to expand its business to some European countries. If you were to 

consider implementing an ERP in the organization to help it with the increased business, what 

are the challenges that you would factor-in? 

7. Write short notes on following: 

a. Identity Theft 

b. SSL 

c. ALU 

d. Web Browser 

e. HTML 

8. Differentiate between the following: 

a. Decision Support System and Executive Information System 

b. System software and application software. 

9. What is Disaster Recovery Plan? What the Disaster Recovery Plan should include? 

10. To ensure high availability for a server environment, what factors would you consider when 

planning for the hardware? 

11. As an IT Professional, if you face a situation that seems to present ethical issues, how would you 

analyze it? 
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12. Why is Data Flow Diagram preferred over technical descriptions? What are the various DFD 

components? 

13. How do you represent an E-R diagram? State its purpose. 

14. How many types of basic relationships can exist between entities modeled on an E-R diagram? 

15. While designing a system, numerous considerations should be given to the data that are 

captured for input. What are the general principles that should be considered for input design? 

16. Prototyping is an iterative process that is part of the analysis phase of the systems development 

life cycle. Like all other approaches to system analysis, prototyping approach has its own merits 

and demerits.  

What are the disadvantages to using the prototyping approach? 

17. Suppose you are part of a team that has been assigned with the task of designing GUI input 

screen for a software. When would you use the following controls in your design? 

a. Radio button 

b. Spin box 

c. Combo box 

18. Explain the various types of cookies. What are the alternatives to cookies? 

Cookies are a popular mechanism for maintaining a secure session with a client over subsequent 

requests. An identifier for the user or session is stored in a cookie and read on every request. 

Cookies can be used to store user preference information such as language and currency. 

19. As an online shopper, how would you protect yourself from various internet threats? 

20. What do you understand by “Artificial Intelligence”? What are the various attributes of 

intelligent behavior? 
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Answers 

Expert System 
1. Define knowledge base. Summarize the ways in which knowledge can be represented in the 

knowledge base of an Expert system. 

 

A knowledge base is the technology used to store complex structured and unstructured information 

used by a computer system. It is a centralized repository for information and rules basically derived 

from the human expert. Rules are typically structured in the form of If/Then statements: 

IF <antecedent> THEN <consequent> 

 The knowledge base of an Expert System contains (i) facts about a specific subject area, and (ii) 

heuristics that express the reasoning procedures of an expert on the subject. Knowledge base is 

represented in an Expert system in many ways. Examples are rule-based, frame-based, object-based 

and case-based methods of knowledge representation. 

Knowledge can be represented in the knowledge base of an expert system in the following ways: 

(a) Case-based Reasoning – Representing knowledge in an expert system’s knowledge base in the form 

of cases, that is, examples of past performances, occurrences and experiences. 

(b) Frame-based knowledge – Knowledge represented in the form of a hierarchy or network of frames. 

A frame is a collection of knowledge about an entity consisting of a complex package of data value 

describing its attributes. 

(c) Object-based knowledge – knowledge represented as a network of objects. An object is a data 

element that includes both data and the methods of processes that act on those data. 

(d) Rule-based knowledge – knowledge represented in the form of rules and statements of fact. Rules 

are statements that typically take the form of a premise and a conclusion. 

 

2. Explain the benefits and limitations of an Expert System. 

An expert system is a computer system that emulates the decision-making ability of a human expert. 

Expert systems provide answers to questions in a very specific problem area by making human-like 

inferences about knowledge contained in a specialized knowledge base. Now, expert systems are 

commonly known as AI or Artificial Intelligence. 

An expert system has the following benefits: 

i. Expert advice is available all the time with the use of an expert system. 

ii. Knowledge of expert staff can be captured to some extent before they retire/resign from the 

organization. 

iii. It can be used as a training aid to increase the expertise of staff. 

iv. It always makes rational decisions without any emotional overhead. 

www.auditnca.com

www.auditnca.com


 

 

v. An expert system does not get tired or overworked like a human expert. 

vi. A much faster and efficient way of getting expert help. 

 

An expert system has the following limitations: 

i. It usually only covers a narrow range of knowledge. 

ii. A lot of effort and cost has to go into making a good expert system. 

iii. Most expert systems are menu driven which does not deal very well with ambiguous problems. 

iv. An expert system does not learn from mistakes unless user feedback and human maintenance is 

part of its ongoing development. 

v. An expert system is unlikely to come up with creative solutions to a problem. 

vi. Because of its inherent limitations an expert system can never be as good as having human 

experts at hand. 

System Development Life Cycle 
3. Suppose a multi-national company, which you are working for, is in need of a Human Resource 

Management System. The management decides to hire you as an in-house consultant for the 

project. 

a. How would you determine the technical feasibility of the said project? 

 

Technical feasibility involves determining whether the development of the proposed system 

is technically possible or feasible. Technical feasibility can be evaluated only after 

completing the evaluation and design phases of the system development life cycle. 

Technical feasibility deals with the following issues: 

• Is the proposed technology or solution practical? 

• Do we currently possess the necessary technology? 

• Do we possess the necessary technical expertise, and is the design, development 

and implementation time reasonable? 

 

b. What are the phases of system development? 

   

For system development, the team has to choose a system development methodology. In 

the current scenario FAST (Functional Analysis System Technique) methodology might be 

suitable. FAST consists of the following 8 phases: 

i. The survey phase establishes the project context, scope, budget, staffing, and 

schedule. 
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ii. The study phase identifies and analyzes both the business and technical 

problem domains for specific problems, causes and effects. 

iii. The definition phase identifies and analyzes business requirement that should 

apply to any possible technical solutions to the problem. 

iv. The configuration phase identifies and analyzes candidate technical solutions 

that might solve the problem and fulfill the business requirements. The result is 

feasible application architecture. 

v. The procurement phase identifies and analyzes hardware and software products 

that will be purchased as part of the target solution. 

vi. The design phase specifies the technical requirements for the target solution. 

Today, the design phase typically has significant overlap with the construction 

phase. 

vii. The construction phase builds and tests the actual solution or interim 

prototypes of the target solution. 

viii. The delivery phase puts the solution into daily productions. 

 

 

c. Explain the underlying principles of system development. 

Principle 1 - Get the owners and users involved: 

Although analysts and programmers work hard to create technologically impressive 

solutions, they are often rejected by the end-users and even the management because 

people tend to resist change. People usually fear changes and they want to stick to the 

current solution because they are used to the old system and there is a possibility of loss of 

control, uncertainty and concern about competency when the new system is introduced.  

For this reason, system owner and user involvement is necessary for successful system 

development. The individuals responsible for system development must work in alliance 

with owners and end users, involve them on the process and seek suggestion and consent 

from them on all decisions that may affect them. 

Constant and thorough communication with owners and users in all phases of system 

development is a must for project success. 

Principle 2 – Use a problem-solving approach: 

Problem solving consists of using generic or ad hoc methods, in an orderly manner, for 

finding solutions to problems. The following classical problem-solving approach may be used 

by system analysts in system development: 

1. Study and understand the problem and its context. 

2. Define the requirements of a suitable solution. 
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3. Identify alternative solutions and select the best solution. 

4. Implement the best solution. 

5. Observe and evaluate the solution’s impact, and refine the solution accordingly. 

 

Principle 3 – Establish phases and activities: 

All life cycle methodologies prescribe phases and activities. In each phase, the stakeholders 

are concerned with the building blocks opposite that phase. The phases are: 

1. Preliminary investigation 

2. Problem analysis 

3. Requirement analysis 

4. Decision analysis 

5. Design 

6. Construction 

7. Implementation 

Principle 4 – Establish standards: 

Information technology standards direct technology solutions and information systems to a 

common technology architecture or configuration. 

An organization should embrace standards for both information systems and the process 

used to develop the systems.  

Standards should minimally encompass the following: 

1. Documentation 

2. Quality 

3. Automated tools  

4. Information technology 

The use of standards and automated tools ensure that the deliverables of any phase or 

activity met business and technology expectations. They minimize the likelihood of missed 

business problems as well as flawed design and program errors.  

Principle 5- Justify systems as capital investment: 

Information systems are capital investments similar to investments made in machines or 

buildings.  

When considering a capital investment two issues must be addressed. 

o Look for several possible alternatives; and  

o Evaluate each possible solution for feasibility, especially for cost effectiveness and 

risk management. 

 

Principle 6- Don’t be afraid to cancel or revise scope: 
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There is often a temptation to continue with a project only because of the investment 

already made. In the long run, cancelled projects are less costly than implemented disasters.  

To avoid the risk of sticking with the projects which are not in the interest of the 

organization in the long run, creeping commitment approach can be used. Under creeping 

commitment approach multiple feasibility check points are established into the system 

development methodology.  

At each check point the analyst should consider the following options: 

1. Determine feasibility and cancel the project if it is no longer feasible. 

2. Reevaluate and adjust the cost and schedule if project scope is to be increased.  

3. Reduce the scope if the project budget and schedule are frozen and not 

sufficient to cover all project objectives. 

 

Principle 7- Divide and conquer: 

A system must be divided into subsystems and components to easily conquer the problem 

and build the larger system. By dividing a larger system into more easily managed pieces, an 

analyst can simplify the problem solving process. This also helps the project management by 

allowing different pieces of the system to be delegated to different stakeholders.  

 

Principle 8- Design system for growth and change: 

Many system analysts develop systems to meet only today’s system requirements because 

of the pressure to build the system as quickly as possible. It frequently leads to long term 

problems. The system should be designed in such a flexible way that can handle the possible 

future requirements. In the development phase this may add cost and time but in the long 

run, this will become economical and efficient than modifying and patching the system 

every time a change occurs. 

 

d. Summarize the waterfall model of system development. 

The waterfall model is a sequential design process, used in software development 

processes, in which progress is seen as flowing steadily downwards (like a waterfall) through 

the phases of conception, initiation, analysis, design, construction, testing, 

production/implementation and maintenance. 

Waterfall development has distinct goals for each phase of development. This type of model 

is basically used for the project which is small and there are no uncertain requirements. At 

the end of each phase, a review takes place to determine if the project is on the right path 

and whether or not to continue or discard the project. In this model the testing starts only 

after the development is complete. In waterfall model phases do not overlap. 
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Diagrammatic representation of waterfall model 

Advantages of waterfall model: 

i. This model is simple and easy to understand and use. 

ii. It is easy to manage due to the rigidity of the model – each phase has specific 

deliverables and a review process. 

iii. In this model phases are processed and completed one at a time. Phases do not 

overlap. 

iv. Waterfall model works well for smaller projects where requirements are very well 

understood. 

 Disadvantages of waterfall model: 

i. Once an application is in the testing stage, it is very difficult to go back and change 

something that was not well-thought out in the concept stage. 

ii. No working software is produced until late during the life cycle. 

iii. High amounts of risk and uncertainty. 

iv. Not a good model for complex and object-oriented projects. 

v. Poor model for long and ongoing projects. 

vi. Not suitable for the projects where requirements are at a moderate to high risk of 

changing. 
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When to use the waterfall model: 

i. This model is used only when the requirements are very well known, clear and fixed. 

ii. Product definition is stable. 

iii. Technology is well understood. 

iv. There are no ambiguous requirements. 

v. Resources with required expertise are available freely. 

vi. The project duration is short. 

E-commerce 
4. What is E-commerce? What are the various categories of e-commerce? 

E-commerce is the buying and selling of goods and services, or the transmitting of funds or data, 

over an electronic network, primarily the Internet without using any paper documents. 

There are 3 major categories of e-commerce: 

i. Business-to-Consumer (B2C) e-commerce: Business to consumer (B2C) e-commerce refers to 

the business or transactions conducted directly between a company and consumers who are 

the end-users of its products or services. Amazon, Muncha and Kaymu are some of the 

examples of Business to Consumer e-commerce. 

ii. Consumer-to-Consumer (C2C) e-commerce: C2C, or consumer-to-consumer e-commerce, is a 

business model that facilitates the transaction of products or services between customers. E-

Bay and Hamrobazar are some of the example of C2C e-commerce. 

iii. Business-to-Business (B2B) e-commerce: When a business sells products or services to other 

companies, that e-commerce model is called B2B, or business-to-business. In contrast with the 

business-to-consumer or consumer-to-consumer models, B2B facilitates the transfer of raw 

materials, parts and components from which additional profit is derived, through 

manufacturing or final sales to consumers. 

 

5. Explain the business significance of each of the dimensions of e-commerce technology? 

 

E-commerce Technology 

dimensions 

Business significance 

1. Ubiquity The marketplace is extended beyond geographic boundaries. 

Shopping can take place anywhere, customer convenience is 

enhanced and shopping cost are reduced. 

2. Global reach Commerce is enabled across cultural and national boundaries 

seamlessly creating billions of consumers and millions of 

businesses worldwide. 
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3. Universal standards There is one set of technical media standards across the globe. 

4. Richness Video, audio and text marketing messages are integrated into a 

single marketing message and consumer experience. 

5. Interactivity Consumers are engaged in a dialog that dynamically enriches 

the experience to the individual level and makes the consumer a 

co-participant in the process of delivering goods. 

6. Information density Information processing, storage and communication cost drop 

dramatically while currency, accuracy and timeliness improve 

greatly. Information becomes plentiful, cheap and accurate. 

7. Personalization/ 

Customization 

Personalization of marketing messages and products/services 

are based on individual characteristics.  

 

ERP 
6. You have been hired as a consultant by a medium-sized organization, which is engaged in the 

business of exporting handicrafts to USA, to facilitate the implementation of an ERP. The 

organization is planning to expand its business to some European countries. If you were to 

consider implementing an ERP in the organization to help it with the increased business, what are 

the challenges that you would factor-in? 

 

There are several issues and challenges one has to contend with when implementing and ERP 

system. Being an analyst, I would factor-in the following challenges when considering the possibility 

of an ERP: 

 

a. Awareness: There is a low level of awareness amongst SMEs regarding ERP applications and 

its benefits. Most of the time they do not even know what ERP systems are and what they 

can do. They consider ERP systems to be a magic wand which will help solve all the business 

problems, be it in terms of quality or process defects.  

b. Perception: SMEs have the perception that ERP is meant only for large firms mainly owing 

to the high cost of acquisition, implementation and maintenance and also complexity. 

c. Earlier implementation: SMEs have heard of the much publicized failures in ERP system in 

E-Governance implementation which have even led firms to bankruptcy. Some SMEs who 

have implemented ERP earlier have also failed. This has led SMEs to believe that ERP is a 

waste of time and effort and can even lead to the demise of the company. 

d. Approach to implementation: ERP vendors advise SMEs to mold their business to ERP’s way 

of working considering that ERP systems bring with it best business practices. But most 

SMEs have processes that they have evolved over time and hold very dear to their hearts. As 

a result SMEs have the entire ERP system customized to meet their requirements. This 

would increase the overall cost of implementation and the possibility of failure also rises 

significantly. 
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e. Cost: SMEs have less capital than their larger counterparts.  

f. Change management: One of the major reasons why ERP implementation nationwide have 

been known to fail is due to the implementation being considered as an automation project 

instead of one that involves change management. This results in the system being put in 

place but not being used effectively due to people’s lack of acceptance.  

g. Limited resources: Most SMEs do not have an in-house IT team. Due to this they have to 

rely on external agencies to help them and this adds to implementation cost. 

 

Short Note Based Questions 
7. Write short notes on following: 

a. Identity Theft 

Identity Theft is an internet crime which involves an imposter obtaining key pieces of 

personal information, such as social security numbers, driving license numbers, credit card 

numbers, etc. to impersonate someone else. The imposter uses this information to obtain 

credit, merchandise, or services in the name of the victim or to provide the imposter with a 

fake identity/credentials.  

 

b. SSL 

SSL stands for Secured Socket Layer which is a protocol that encrypts data between the 

shopper’s computer and the site’s server. When an SSL-protected page is requested, the 

browser identifies the server as a trusted entity and initiates a handshake to pass encryption 

key back and forth. Now, on subsequent request to the server, the information flowing back 

and forth is encrypted so that a hacker sniffing the network cannot read the contents. The 

SSL certificate is issued to the server by a certificate authority authorized by the 

government. 

 

c. ALU 

The Arithmetic-Logic Unit (ALU) performs the principal logical and arithmetic operations of 

the computer. It adds, subtracts, multiplies and divides determining whether the number is 

positive, negative or zero. An ALU must be able to determine when one quantity is less than 

or greater than the other and when they are equal. An ALU can perform logic operations on 

the binary codes for letters as well as numbers. 

The Control Unit coordinates and control the other parts of the Computer System. It reads a 

stored program, one instruction at a time, and directs other components to perform the 

tasks required by the program. 

 

d. Web Browser 

Web Browsers are easy-to-use software tools for displaying web pages and for accessing the 

web and other internet resources. Web browser software features a point-and-click GUI 
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that can be employed to access and display information on computers at other internet 

sites. Browser can display graphics, audio and video information as well as text. The two 

leading commercial web browsers are Google Chrome and Mozilla Firefox. Web browsers 

have become the primary interface for accessing internet. 

 

e. HTML 

Hypertext Markup Language (HTML) is a page description language for creating hypertext or 

hyper media documents such as web pages. HTML uses instruction called tags to specify 

how text, graphics, video and sound are placed on a document and to create dynamic links 

to other documents and objects stored in the same or remote computers. Using this links a 

user only needs to click on the highlighted key-word or graphics and immediately 

transported to another document. HTML programs can be custom-written but they can also 

be created by using the HTML authoring capabilities of web browsers or word processing, 

spreadsheet, data management and presentation graphic software packages. 

 

8. Differentiate between the following: 

 

a. Decision Support System and Executive Information System 

 Decision Support System (DSS)      Executive Information System (EIS)  

1 Decision Support system is as an 

information system that provides tools 

to mangers to assist them in solving 

semi-structured and unstructured 

problems on their own.  

Executive information system is a tool 

provided to the executive body, which 

provides direct and online access to the 

timely, accurate and relevant 

information in a useful and navigable 

format. 

2 DSS itself does not make any decision 

rather it provides analysis and all the 

possible results so that managers can 

make the decision on his own.  

Executive Information systems get the 

input from the reports of supervisory 

level system. EIS also can have access 

to other decision support system.  

3 Thus DSS is a support to the human 

decision making process instead of being 

a decision maker. 

EIS can be helpful for decision making, 

analysis, policy and strategy 

formulation.  

4 DSS can be made accessible to limited 

person in the organization. It is 

accessible to only those persons who are 

in decision making position.  

EIS is mainly accessible to top level 

management of the organization  

 

 

b. System software and application software. 
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i. System software gets installed when the operating system is installed on the computer 

while application software is installed according to the requirements of the user. 

ii. System software includes programs such as compilers, debuggers, drivers, assemblers 

while application software includes media players, word processors, and spreadsheet 

programs. 

iii. Generally, users do not interact with system software as it works in the background 

whereas users interact with application software while doing different activities. 

iv. A computer may not require more than one type of system software while there may be 

a number of application software programs installed on the computer at the same time. 

v. System software can run independently of the application software while application 

software cannot run without the presence of the system software. 

vi. System software are general purpose while application software are specific purpose. 

vii. System software is essential for computers while application software is not essential 

for computers. 

Disaster Recovery 
9. What is Disaster Recovery Plan? What are the elements that must be included in the Disaster 

Recovery Plan? 

A disaster recovery plan (DRP) is a documented process or set of procedures to recover and protect 

a business IT infrastructure in the event of a disaster. It refers to an organization’s ability to 

effectively plan and recover from a disaster and/or unexpected event, ultimately resuming 

operations as necessary. 

The objective of the Disaster Recovery Plan is to coordinate recovery of critical business functions in 

managing and supporting the business recovery in the event of a facilities disruption or disaster.  

This can include short or long-term disasters or other disruptions, such as fires, floods, earthquakes, 

explosions, terrorism, and other natural or man-made disasters. 

The DRP should include, at a minimum, the following elements: 

• Critical Business Information 

• Disaster Recover Planning (DRP) Personnel 

• Potential Hazards 

• Meeting Information 

• Critical Organizational Assets - Information Systems, Personnel, Facilities and Equipment 

• Critical Operations 

• Critical Third Party Suppliers and Entities 

• Data Recovery Initiatives 

• Alternate Locations 

• Employees and Members Notification Procedures 

• Testing Procedures 

• Insurance Information 
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• Emergency Mode Operation Plan 

• Testing and Revision Procedures 

 

10. To ensure high availability for a server environment, what factors would you consider when 

planning for the hardware? 

 

To ensure high availability for a server environment one should consider the following when 

planning for hardware: 

• Plan on running multiple servers in an organization group to accommodate running multiple 

instances of organization hosts across the organization servers in the group. This will 

accommodate load balancing and fault tolerance of processes running in the host instances. 

• Consider implementing a Storage Area Network (SAN) to house the organization server 

databases. The SAN disks should be configured using RAID 1+0 topology, if possible, for 

maximum performance and high availability. 

• Plan on installing multiple SQL servers to house the organization server databases. Multiple 

SQL servers are required for SQL server clustering and/or housing certain organization 

server databases on separate physical SQL server instances. 

• Plan on installing one or more Window Server in a perimeter network domain to provide 

internet-related services for the organization. Configure multiple Window servers in the 

perimeter network domain using a NLB solution. 

 

Roles and functions of IT Professionals 
11. As an IT Professional, if you face a situation that seems to present ethical issues, how would you 

analyze it? 

The following 5 step process help an IT professional when faced with a situation that presents 

ethical issues: 

1) Identify and clearly describe the facts. Find out who did what to whom and where, 

when and how. In many instances, there are number of errors in the initially reported 

facts and simply getting the facts straight helps define the solution. 

2) Define the conflict or dilemma and identify the higher-order values involved. Ethical, 

social and political issues always refer to higher values. The parties to dispute all claim 

to be pursuing higher values. The conflict or the dilemma and values involved have to be 

understood and defined as clearly as possible to identify the claimed values and analyze 

them. 

3) Identify the stakeholders. Every ethical, social and political issue has stakeholders who 

have invested in the situation, who have interest in the outcome and usually who have 

vocal opinions. Find out the identity of these groups and what they want. 
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4) Identify the options that can reasonably be taken. None of the option satisfy all the 

interest involved. But some options do better than the others. The viable options that 

are best suited in the situation has be identified.  

5) Identify the potential consequences of the options. Some option may be ethically 

correct but disastrous from other points of view. Other option may work in one instance 

but not in other similar instances. Consequences of the selected option has to be 

analyzed before going with that option. 

Data Flow Diagram 
12. Why is Data Flow Diagram preferred over technical descriptions? What are the various DFD 

components? 

 

Data Flow Diagrams are the method of choice over technical descriptions for the following three 

principal reasons: 

1) DFDs are easy to understand by technical as well as non-technical people. 

2) DFDs can provide a high level system overview, complete with boundaries and connections 

to other systems.  

3) DFDs can provide a detailed representation of system components. 

 

DFDs consist of four basis components that illustrate how data flows in system. They are: 

I. Entity: An entity is the source of data as input to the system. The entities are outside the 

context of the system and they either provide data to the system or receive data from it. 

Entities are often represented as rectangles in Data Flow Diagram. 

II. Process: The process is the manipulation or work that transforms data, performs 

computation, makes decision, or direct data flows based on business rules. A process 

receives input and generates some output. Process names usually describe the 

transformation which can be performed by people or machines. Process are drawn as circles 

or segmented rectangles on a DFD. 

III. Data store: A data store is where a process stores data between processes for later retrieval 

by the same process or another one. Files and tables are considered data stores. Data stores 

are usually drawn as a rectangle with a missing right hand side. 

IV. Data flow: Data flow is the movement of data between the entities, the processes and the 

data store. Data flow portrays the interface between the components of the DFD. The flow 

of the data is named to show the nature of the data used. Data flow is represented by an 

arrow. 

 

E-R Diagrams 
13. How do you represent an E-R diagram? State its purpose. 
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An E-R model represents entities and the relationship that exists between them. A box symbol is 

used to represent the entities and a diamond for relationship. 

 

  

 

 

 

The purposes of E-R diagram are stated as follows: 

I. Verify accuracy and thoroughness of data design, current and new, with users. 

II. Organize and record organizational data entities, relationships and scope through 

decomposition and layering. 

III. Enhance the overall communication between development project team members, system 

technicians, management and users with the use of graphic models. 

IV. Generally, simplify and bolster the creative data design process. 

 

14. How many types of basic relationships exist between entities modeled on an E-R diagram? 

 

There are 3 basic types of relationships that exists between modeled on an E-R diagram: 

i. One-to-one: A one-to-one relationship signifies that items in one of the associated entities 

have exactly a one-to-one correspondence to items in the other entity. For example, if the 

instructor in a coaching institute were always assigned to same course every year, it might 

be useful to merge the entities. 

 

 

 

ii. One-to-many: A one-to-many relationship implies that more than one item in one entity 

may be associated with many items in another entity. One item in an entity refers to many 

items in another but not vice versa. In the example above, as soon as the instructor teaches 

more than one course in any given year this becomes one-to-many relationship. 

 

 

iii. Many-to-many: A many-to-many relationship implies that each item in an entity may be 

associated with many items in another entity and vice versa. For example, students 

registering for many courses represents the case of many-to-many relationship. 

Entity Relationship Entity 

Instructor Assigned to Courses offered 

Instructor Assigned to Courses offered 
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System Analysis and Designs 
15. While designing a system, numerous considerations should be given to the data that are captured 

for input. What are the general principles that should be considered for input design? 

 

The following principles should be followed for input design: 

1) Capture only variable data. Do not enter constant data. For example, when deciding what 

elements to include in a sales order input, we need part numbers for all parts ordered. 

However, we do not need to input parts description for those parts because part description 

can be stored in a database table. 

2) Do not capture data that can be calculated or stored in computer programs. For example, 

if a user input Quantity ordered and Price per unit, he/she does not need to input Total 

Price, which is equal to Quantity ordered X Price per unit. 

3) Use codes for appropriate attributes. Codes can be translated in computer programs using 

tables. This saves time while inputting the data. 

4) Include instructions for completing the form. Instructions should be available as hints to 

the form and clearly visible to avoid user confusion and wrong data input. People do not like 

to read instructions printed on the back side of the form. 

5) Minimize the amount of band-writing. Many people suffer from poor penmanship. The 

data entry clerk or CRT operator may misread the data and input incorrect data. Checkboxes 

should be used wherever possible so the user only needs to tick the appropriate options. 

6) Data to be entered should be in sequential order so that it can be read like a book, top to 

bottom and left to right. The data entry clerk should not have to move from right to left on a 

line or jump around on the form to find the data items to be entered. 

7) Portions of the form that are not important are placed in or about the lower portions of the 

source document. 

 

16. What is prototyping approach? What are the disadvantages to using the prototyping approach in 

the system analysis and development life cycle? 

 

The Prototyping Approach is a systems development method (SDM) in which a prototype (an early 

approximation of a final system or product) is built, tested, and then reworked as necessary until an 

acceptable prototype is finally achieved from which the complete system or product can now be 

developed. This model works best in scenarios where not all of the project requirements are known 
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in detail ahead of time. It is an iterative, trial-and-error process that takes place between the 

developers and the users.  

Along with numerous advantages, prototyping approach in the system analysis and development life 

cycle has the following disadvantages: 

1) Insufficient analysis: The focus on a limited prototype can distract developers from properly 

analyzing the complete project. This can lead to overlooking better solutions, preparation of 

incomplete specifications or the conversion of limited prototypes into poorly engineered final 

projects that are hard to maintain. 

2) User confusion of prototype and finished system: Users can begin to think that a prototype, 

intended to be thrown away, is actually a final system that merely needs to be finished or 

polished. This can lead them to expect the prototype to accurately model the performance of 

the final system when this is not the intent of the developers. 

3) Developer attachment to prototype: Developers can also become attached to prototypes they 

have spent a great deal of effort producing; this can lead to problems like attempting to convert 

a limited prototype into a final system when it does not have an appropriate underlying 

architecture.  

4) Excessive development time of the prototype: A key property to prototyping is the fact that it is 

supposed to be done quickly. If the developers lose sight of this fact, they may try to develop a 

prototype that is too complex. When the prototype is thrown away the precisely developed 

requirements that it provides may not yield a sufficient increase in productivity to make up for 

the time spent developing the prototype. Users can become stuck in debates over details of the 

prototype, holding up the development team and delaying the final product. 

5) Too much involvement of the users. Users are involved in analyzing and commenting on the 

prototype which in itself is not a finished product. Frequent user involvement in the 

development phase may hinder the development and it is not always preferred by the 

developer. The user involvement demands frequent changes having no proper knowledge of the 

system or the overall holistic purpose of the system which may distort the system from the 

intended vision. This methodology may increase the complexity of the system as scope of the 

system may expand beyond original plans. 

 

17. Suppose you are part of a team that has been assigned with the task of designing GUI input screen 

for a software. When would you use the following controls in your design? 

 

a. Radio button 

Radio button consists of a small circle and an associated textual description that corresponds to 

the value. They are most appropriately used in the cases where a user may be expected to input 

data that have a limited predefined set of mutually exclusive values. For example, when a user 

has to input his or her gender in a form. 

 

b. Spin box 

www.auditnca.com

www.auditnca.com


 

 

Spin box is a screen based control that consists of a single line text box followed immediately by 

two small buttons. It is most appropriately used to allow the user to make an input selection by 

using the buttons to navigate through a small set of meaningful choices or by directly keying the 

values into the text box. 

 

c. Combo box 

A combination box (combo box) is a control whose name reflects the fact that it combines the 

capabilities of a text box and a list box. It is most appropriately used in those cases where 

limited screen space is available and it is desirable to provide the user with the option of 

selecting a value from a list or typing a value that may or may not appear as an option in the list. 

IS Security, Protection and Control 
18. Explain the various types of cookies. What are the alternatives to cookies? 

 

A cookie is a small piece of data sent from a website and stored in the user's web browser while the user 

is browsing. Every time the user loads the website, the browser sends the cookie back to the server to 

notify the user's previous activity.  The cookies are basically used for personalization, session 

management and tracking. 

 

There are basically 4 types of cookies: 

I. Temporary cookies: These cookies are valid only for the lifetime of the user’s current 

session. 

II. Permanent cookies: These are for a time period, specified by the site, stored on the user’s 

computer. They recall the previous session information. 

III. Server-only cookies: These cookies are usually harmless and are only used by the server that 

issues them. 

IV. Third -party cookies: These are usually used for tracking purposes by a site other than the 

one being browsed. They are usually intended to track the user’s browsing history and 

target specific advertisement to the user. 

 

Due to privacy concerns, poor cross device tracking and limited reach; developers and organizations are 

looking for various alternatives to the cookies. The following are the available alternatives to cookies: 

• Send user id/password on every request: This is a very popular method. The user 

id/password flowing under non-SSL is susceptible to attacks. 

• SSL client side authentication: This is the most secured technique but cumbersome for users 

to install on their browser. One has to pay for a company to verify his/her identity and issue 

a certificate. Its popularity is decreasing over time. 
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• URL re-writing: This is a popular alternative to cookies. Each HTTP link on the page is 

specially encoded but it is expensive for the sites to implement. It interferes with the 

performance of the site because the pages cannot be cached and reused for different users. 

 

 

 

 

19. As an online shopper, how would you protect yourself from various internet threats? 

 

I would use the following security checklist to protect myself from various internet threats as an 

online shopper: 

 

i. Whenever I logon, register or enter my private information, such as credit card information, 

I would look for the trusted SSL certificate for the secure communication between my 

computer and service provider’s system. 

ii. I would use a strong and not guessable password of at least 6 characters, and ensure that it 

contains some numeric and special characters. 

iii. I would not reuse the same username and password for multiple sites. 

iv. When I login and complete my work or transaction, I would always log out from the site. 

v. I would remain conscious that legitimate site may have vulnerabilities on the site and avoid 

those site with vulnerabilities. 

vi. And finally, I would keep my computer clean of viruses and spyware to protect my 

information including user name, password and transaction information. 

 

 

Artificial Intelligence 
20. What do you understand by “Artificial Intelligence”? What are the various attributes of intelligent 

behavior? 

 

Artificial intelligence (AI) is the intelligence exhibited by machines or software. It is also the name of 

the academic field of study which studies how to create computers and computer software that are 

capable of intelligent behavior. AI is the science and engineering of making intelligent machines, 

especially intelligent computer programs. It is related to the task of using computers to understand 

human intelligence. The goal of AI is to develop computers that can simulate the ability to think, as 

well as see, hear and feel. 

 

The most important attributes of intelligent behavior are as follows: 

i. Think and reason 

ii. Use reason to solve problems 
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iii. Learn or understand from experience 

iv. Acquire and apply knowledge 

v. Exhibit creativity and imagination 

vi. Deal with complex or perplexing situations 

vii. Respond quickly and successfully to new situation based on previous experiences and 

acquired knowledge 

viii. Recognize the relative importance of elements in a situation 

ix. Handle ambiguous, incomplete or erroneous information 
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